










Disinformation in the digital age

PRESENTATION  TOPICS:

• The infodemic of the digital 
world

• The societal impact

• Addressing information 
disorder

• The role of states and internet 
intermediaries

• Council of Europe action
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Technology connects more and more
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Platforms influence politics
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Source: lemonde.fr

GAFAM are the main lobbyists in 
Brussels

140 lobbyists are influencing EU policies on behalf of 10 
largest tech companies – Google, Apple, Facebook, 
Amazon and Microsoft and also IBM, Huawei, Vodafone, 
Qualcomm and Intel. 

The Brussels “digital lobby” spent €97 million – 10 times 
more than that of the automobile industry

In total 1500 lobbyists are mobilised by 612 companies 
from the technology sector for €32 million annually

https://www.lemonde.fr/economie/article/2021/08/31/les-gafam-rois-du-lobbying-a-bruxelles_6092811_3234.html#xtor=AL-32280270-%5Bdefault%5D-%5Bios%5D


Users are exposed to threats
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Source: cisecurity.org

TikTok Threats and Controversies

Content worries - nasty, unethical, foul, and empowering porn.
Well being of users - spreads derogatory terms and extreme right 
fanaticism, such as anti-Semitism, intolerance, and xenophobia.
Falsehood - encouraged deceit associated with the COVID-19 
epidemic. 
Client and data security - collects usage data, IP addresses, a client’s 
mobile carrier, unusual gadget IDs, keystroke examples, location 
information, “faceprints and voiceprints”.
Cyberbullying - endemic cyberbullying, including bigotry and 
ableism. 
Tiktok school threat - purportedly calls on students to commit 
violent acts 
Source. Yoar.com

 

1,3 bn users
100 mil in Europe

https://www.cisecurity.org/blog/why-tiktok-is-the-latest-security-threat/
http://www.yoair.com/


Deceptive information proliferates
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Source: euvsdisinfo.eu

Source: euvsdisinfo.eu

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/a-year-of-disinformation-in-belarus-infographic/


Fake news are spined online

11Source: comarketing-news.fr

https://comarketing-news.fr/tous-egaux-face-aux-fake-news/


… as well as hate speech
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… and disinformation campaigns

At Least 70 
Countries have had 
Disinformation 
Campaigns
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Authoritarian regimes disinform
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Source: euvsdisinfo.eu

Source: 
euvsdisinfo.eu

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/a-year-of-disinformation-in-belarus-infographic/


Political scaremongering continues
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Source: euvsdisinfo.eu

Source: 
euvsdisinfo.eu

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/a-year-of-disinformation-in-belarus-infographic/


Democracies are a target

16

Source: euvsdisinfo.eu

Source: 
euvsdisinfo.eu

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/a-year-of-disinformation-in-belarus-infographic/


Russian aggression in Ukraine
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Source: euvsdisinfo.eu

Source: 
euvsdisinfo.eu

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/russian-aggression-and-disinformation-in-ukraine/


Propaganda mobilises for war
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Source: foreignpolicy.com

Source: 
foreignpolicy.com

Russia’s Propaganda 

Machine Is Faltering Over 

Ukraine

Pedestrians cross a street in 

front of a billboard displaying 

the symbol “Z” in the colors of 

the ribbon of Saint George and 

a slogan reading, “We don’t 

give up on our people,” in St. 

Petersburg, Russia, on March 7, 

2022

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://foreignpolicy.com/2022/03/08/russia-propaganda-ukraine-failure/


Fakes used as propaganda tools
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Source: euvsdisinfo.eu

Source: 
euvsdisinfo.eu

TENS OF THOUSANDS OF MUSCOVITES WERE 

BRIBED OR FORCED TO DEMONSTRATE UNITY 

BEHIND THE LEADER.

https://euvsdisinfo.eu/deadly-deceptive-disinformation/
https://euvsdisinfo.eu/forced-support/


Deep fakes distort reality

The Guardian 20 20



SM enhance a fake perception of reality

The Guardian 21 21



Digital election interference spreads

Source: freedomhaus.org

https://freedomhouse.org/sites/default/files/2019-11/11042019_Report_FH_FOTN_2019_final_Public_Download.pdf


Disinformation rigs elections

Source: The Journal
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https://the-journal.com/articles/86491


Microtargeting influences electors

Source: 
news.nortrheastern.edu
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Politicians 
and Platforms  
are using 
your data 
to influence 
your vote…



AI is used to spread misinformation

Source: 
mygreatlearning.com
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Facebook’s own targeted advertising 
system was leveraged to display content 
and ads at users with respect to their 
psychological profiles.

By knowing the behavioural and 
psychographic profiles of voters, AI can 
be used to send political messages that 
are insincere and fake. 

https://www.mygreatlearning.com/blog/how-ai-and-machine-learning-can-win-elections/


Censorship goes private
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Who spreads more disinformation?

27Source: reutersinstitute

https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2020-06/DNR_2020_FINAL.pdf


Fake News spring Fake Views
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Source: Digital News Report 2020, Reuters Institute

News avoidance 
is highest in 

Croatia (56%), 
Turkey (55%), and 

Greece (54%)

News avoidance extends
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http://www.digitalnewsreport.org/survey/2019/overview-key-findings-2019/


30
Freedom of the Press 
Worldwide 2023

Journalism threatened by 
fake content industry

Propaganda War



Source: Edelman Trust Barometer 2022
31

Societal leadership is in crisis

https://www.edelman.com/trust/2022-trust-barometer


Source: Edelman Trust Barometer 2023
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Media are distrusted

https://www.edelman.com/trust/2023/trust-barometer


Source: Edelman Trust Barometer 2023
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Journalists are distrusted

https://www.edelman.com/trust/2023/trust-barometer


Source: Edelman Trust Barometer 2022
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Social media lose trust

https://www.edelman.com/trust/2022-trust-barometer


Source: Edelman Trust Barometer 2022
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Misinformation soars

https://www.edelman.com/trust/2022-trust-barometer


Source: Edelman Trust Barometer 2022
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Media increases division

https://www.edelman.com/trust/2022-trust-barometer
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Source: Edelman Trust Barometer 2022

Journalists are seen as liars

https://www.edelman.com/trust/2022-trust-barometer
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Source: Edelman Trust Barometer 2022

Little expected from the media

https://www.edelman.com/trust/2022-trust-barometer


39
Source: Edelman Trust Barometer 2022

Responsibility is necessary

https://www.edelman.com/trust/2022-trust-barometer
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The new world is challenging

AI-powered propaganda, by ratcheting up cognitive manipulation 
and societal polarization, will increase.

Source: penser-critique.be

https://www.penser-critique.be/vers-une-ecologie-de-lattention/
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The next world will be… virtual

The metaverse, 
short for "meta-
universe," is a digital 
world where the real 
and virtual merge 
into a vision of 
science fiction. 

Facebook 
announced it plans 
to hire 10,000 
people in the 
European Union to 
build the metaverse.

Source: euronews. com

“… the metaverse is the 
ultimate expression of 
social technology".
M. Zuckerberg 

https://www.euronews.com/next/2021/10/18/facebook-to-become-a-metaverse-company-as-it-seeks-place-in-sci-fi-future
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Addressing Information Disorder



Examines the modern 
information pollution and 
provide a new framework 
for policy makers, legislators, 
researchers, technologists 
and practitioners on: 

 mis

 dis information

 mal

Objective

Information Disorder study 

Information Disorder
by Claire Wardle, PhD & 

Hossein Derakhshan
43Source: Information Disorder, Council of Europe study

http://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77


Types of Information Disorder

44Source: Information Disorder, Council of Europe study

http://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77


Page  17

Information Disorder
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What can 
we do?

Technology Companies ?

National Governments ?

Media Organisations ?

                Civil Society ?

International Institutions ?
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Address Information Disorder



Key challenges to Public Service Media

Source: “The independence of public service media through 
governance”, European Audiovisual Observatory, 2022
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Political challenges: the threats to 
democracy

✓ Threats to institutional independence 

✓ Threats to editorial independence 

Economic and technological 
challenges

✓ Threats from market pressure

✓ Threats from social media and algorithms 

https://rm.coe.int/iris-plus-2022en1-governance-and-independence-of-public-service-media/1680a59a76
https://rm.coe.int/iris-plus-2022en1-governance-and-independence-of-public-service-media/1680a59a76


Source: “Democracy and PSM”, 
EBU, September 2021
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✓ Independence of 
PSM governance 
and funding is 
at risk in almost 
50% of countries

Public Service Media are at Risk



Should platforms be regulated more? 

49

Social Media Companies 
Should Self-Regulate. 

NOW.

Given the increasing 
likelihood of government 

action, the goal of self-
regulation should be to avoid 

a tragedy of the commons, 
where a lack of trust destroys 

the environment that has 
allowed digital platforms 

to thrive.

Source: Harvard Business ReviewThe Washington Post/Getty Images

Tech companies face the real threat 
of government regulation in 
reaction to socially harmful content 
they are publishing. 

Research into industries 
including television, 
movies, and video 
games suggests 
effective self-regulation 
can benefit both society 
and companies, and 
keep government 
regulators at bay.

https://hbr.org/2021/01/social-media-companies-should-self-regulate-now
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Safeguarding Democracy

✓Tackling disinformation

✓Addressing hate speech

✓Developing media 
governance

✓Promoting media pluralism

✓Sustaining quality journalism

✓Enhancing digital governance

✓Framing artificial intelligence

✓Promoting human rights in 
the digital world



Standards

✓Convention on Access to Official 
Documents 

✓Recommendation on the roles and 
responsibilities of internet 
intermediaries

✓Recommendation on the human 
rights impacts of algorithmic 
systems

✓Recommendation on promoting a 
favorable environment for quality 
journalism in the digital age

Tackling disinformation

Awareness raising

➢ Study “Information Disorder”

➢ Study “Discoverability of Public Interest Content Online
51



Standards

✓ Recommendation on “hate speech”

✓ Recommendation on the media 
and the promotion of a 
culture of tolerance

✓ Recommendation on blasphemy, 
religious insults and hate speech 
against persons on grounds of their 
religion

✓ Recommendation on a 
Comprehensive approach to 
Combating Hate Speech

Addressing hate speech

52

Awareness raising

➢  “Addressing hate speech in the media: the role of regulatory 
authorities and the judiciary”, Regional conference, Zagreb 2018



Developing media governance

Standards

✓ Guidance Note on Content Moderation

✓ Recommendation on principles for media and 
communication governance

✓ Recommendation on electoral 
communication and media coverage of 
election campaigns

Awareness raising

✓ Study: “Internet and electoral campaigns”

✓ Study “The Discoverability of Public Interest 
Content Online”

✓ Study on Media and Information Literacy for 
seniors: “Digital Era? Also my era!”

53



Promoting media pluralism

Standards

➢ Recommendation 
on media pluralism 
and transparency of 
media ownership

➢ Recommendation 
on the roles and 
responsibilities of 
internet 
intermediaries

➢ “Media Pluralism – How can we deliver?”, 
International Conference, Strasbourg, 2019

Awareness 
raising
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Sustaining quality journalism

Standards

✓ Declaration on the financial 
sustainability of quality journalism 
in the digital age 

✓ Recommendation on promoting a 
favorable environment for quality 
journalism in the digital age 

Awareness raising

✓ “(Last) call for quality journalism?”  
International conference, Ljubljana, 
28-29 November 2019 

✓ Study on supporting quality 
journalism through media and 
information literacy 
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Enhancing digital governance

Standards

✓ Recommendation with regard 
to network neutrality

✓ Recommendation on Internet 
freedom

✓ Recommendation on the roles 
and responsibilities of internet 
intermediaries

✓ Recommendation on the 
impacts of digital technologies 
on freedom of expressionCooperation

✓ Partnership with Digital Companies
• 26 companies and associations

56



Enhancing digital governance

57

Recommendation CM/Rec(2018)2 on the role 
and responsibilities of internet intermediaries

acknowledges the curatorial and editorial roles of various 
platforms and calls on states to assign to them corresponding 
responsibilities. 

✓ states are to ensure that laws and regulations applicable to 
intermediaries effectively safeguard the human rights and 
fundamental freedoms of users. 

✓ Internet intermediaries have a similar responsibility to 
conform to international human rights standards. 
Transparency, oversight and effective remedies are key to 
human rights-compliant content moderation on the 
platforms. 



Enhancing digital governance

58

The position of the European Court 
of Human Rights 

Namely, search and social media platforms are taking 
editorial decisions through their content moderation 
practices for the purpose of restricting access to illegal 
content and dealing with legal, but contentious content. 

Based on the landmark judgment of the European Court 
of Human Rights in the case of  Delfi AS v. Estonia 
(2015), online publications have a duty to restrict hate 
speech and threats to physical integrity.



Framing Artificial Intelligence

59

Standards

✓ Declaration on on the manipulative capabilities of 
algorithmic processes

✓ Recommendation on the human rights impacts of 
algorithmic systems

✓ Framework Convention on Artificial Intelligence and 
Human Rights based on Council of Europe 
standards

Awareness raising

Study: “Algorithms and Human Rights” 

Study: “Responsibility and AI”



European Commission

60

Recommendation on disinformation

➢ a collection of tools to tackle the spread of disinformation and 
ensure the protection of EU values

Action plan on disinformation 

➢ aims to strengthen EU capability and cooperation in the fight 
against disinformation;

European Media Freedom Act

➢ launches new rules to protect media pluralism and independence

Audiovisual Media Services Directive (AVMSD) 

➢ governs EU-wide coordination of national legislation on all 
audiovisual media — traditional TV broadcasts and on-demand 
services



PR Industry
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Recommended PR tools and AI practices to build trust

Structural tools & frameworks

➢ Align with European frameworks

➢ Embed fact checking in workflows

➢ Crisis playbooks specifically for disinformation



PR Industry
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Recommended PR tools and AI practices to build trust

Concrete PR/AI practices that build (not erode) trust

➢ Responsible use of generative AI

➢ Verification first content processes

➢ Radical transparency in campaigns

➢ Building resilient communities

➢ Measurement & accountability



PR Industry
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THANK YOU 
FOR YOUR 

ATTENTION !
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